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1. SSL VPN (Remote Access): ﬁ’m%’ﬂwﬂ%mauaﬂL%amiamgjizwm&flur;hu FortiClient %58 Web Portal

2. IPSec VPN (Site-to-Site): @S ULpuADIEMINNANINIU/ISINENUIE 2 WA T URILB UMD

L] audi 2: dumeunissaan SSL VPN (Remote Access)

1. Lﬂ(ﬂ%ﬁ’m SSL VPN: iﬂﬁLuH VPN D SSL-VPN Settings D Listen on Interface: wanl, Port: 10443
2. e SSL-VPN Portal: VPN L] sSL-vPN Portats [] Full_Access [l Range 10.10.10.1-10.10.10.50
3. 4319 User & Group: User [J Add User / Group [] SSLVPN_Users

4. aéy'm Firewall Policy: ssl.root D internal, Source: SSLVPN_Users, Destination: All

5. NARBUHTY FortiClient VPN D Remote Gateway: 203.154.xxx.xxx:10443 D Connect
[] wnun1nlaseasna SSL VPN uaz IPSec VPN

FortiGate 200F VPN
Setup (2dusaauwusail)

1. SSL VPN (Remote Access)

o

SSL VPN Intermnal Network

1. L93U3ANT SSL VPN — VPNUSSL-V Settings
2. Listen on Interface: WAN
3. Listen Port: 10443
4. Server Certificatice (Cerfificates)
3. usvitAs A UAY useal snuys — User Definition Add User
4. Tunnel Mode Gaaau

5. Assign an IP Range 7T0.7T1070.1T-10.10.10.50
6. DNS Server IP

4. LS HaaY U seN > SSLVPN_Users sneldwsin SSLVINuves
1. Policy 8 Objects — IPv4a Policy — Add Neww
2. Incoming Interface: ssl.root, Outgoing Inteface.internal
3. Source: SSILVPN_Users, Destination: ALL, Action: ACCEPT
5. sy FortiClient

2. IPSec VPN (Site-to-5Site)
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fegnmaideunesevmsdiinalvgy (HQ) [ lsameu1aguyy (Branch)

HQ IP WAN: 203.154.10.1 / LAN: 192.168.1.0/24



Branch IP WAN: 203.154.20.1 / LAN: 192.168.2.0/24

1. aﬁyﬂ\‘i Phase 1: VPN L] IPSec Tunnets [] custom [] é\;\‘iﬂlﬂ Remote Gateway, Pre-shared Key
2. aﬁyﬂ\‘i Phase 2: 981 Local/Remote Subnet Wag Encryption

3. i Firewall Policy: LAN [] vPN waz ven [ LAN

4. iy Static Route: Uanevng 192.168.2.0/24 fU Tunnel

[ @it a: as1aevanuswazdda CLI
lafdansluiitensiaaeuaanuy VPN:
diagnose vpn tunnel list

diagnose vpn ike gateway list
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